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Summary

One of the main gep of the ARAMIS methodology for the identification of reference accident
scenariosisthe calculation of the frequency (per year) of the critical event. It is shown in the
main report that the frequency (per year) of the critical event can be etimated in two ways. either by
edimating the frequency (probability) of the initiating events in the fault tree, and combining these
frequencies (probabilities) with the actions of safety barriers to caculate the critical event frequency,
or by choosing a generic frequency for the critica event, issued from published database.

This appendix aims to give information to the reader in order to be able to put frequencies
in the fault tree part of the bow-tie. Other appendices give information on how to take barriers
into consderation in order to calculate the frequency of the critica event.

Firg of dl, this document gives an overview of the different data sources available. Chapter 2
gives information and figures about rdiability databases, human reliability data, accidents databases
and other data. Paragraph 2.7 presents a synthesis of data collected for this report, clearly showing
that available data are sparse and scattered in the various levels of the fault tree.

Chapter 3 recdls the concluson of the European project "Assurance”, during which it has been
shown that the estimation of failure frequencies is a topic in which a greet discrepancy exists among
experts.

Having in mind these limitations; ARAMI S proposes to calculate the frequency of the critical
event starting from the frequency (probability) of the initiating events, combining them in a
fault tree and taking into account the influence of safety barriersin the calculation.

In the previous steps of the andysis (see main report), the generic fault trees have been built for the
equipment analysed.

Plant specific data should be preferred for the failure frequencies of these trees, if
available. If not, chapter 4 and tablesin chapter 7 give indications about what kind of
figures should be used in what circumstances.
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1. Introduction

The am of this gep of the ARAMIS project is to provide the user with the maximum number of
elements to evauate the frequency of the criticd events resulting from the fault tree andyss of the
plant. Once this frequency is evaluated, it should contribute to the sdection of the reference
scenarios, the definition of the requirements in terms of safety barriers and safety functions, the
assessment of the safety barriers efficiency.

The eements that would be needed by the user of the ARAMIS methodology are a method for
evaduating the frequency of the criticd event and data to gpply the method. This document
provides an analysis of the available data and their possble use in the framework of the
ARAMIS methodology.

Along this document different possibilities will be discussed, as they correspond to different trends in
the probabilistic gpproach. For each of them, its gpplicability within the framework of ARAMIS with
the available data will be discussed. Three different approaches have been considered :

a. Evduate specific frequencies from a fault tree and event tree analysis : this corresponds to
the most classicdl approach in the QRA. The frequency of the critica event attempts to take
into account al the possible failure of the components and of their barriers. It is used as an
input for the downstream evauation of the consequences and their probabilities (societd
rsk).

b. Provide generic frequencies for the criticd events. This approach is used in the
Netherlands where the frequency of the critical event is not caculated on the bass of the
actud plant configuration but is assumed on the basis of generic figures. In this country,
frequencies have been assessed for standard configurations of plants and serve as references
in the QRA (Quantitative Risk Assessment). These vaues implicitly take the presence of
safety barriersinto account.

c. Provide initial data which will serve as reference for the barrier approach. This
possibility was discussed in Maastricht (ARAMIS meeting June 2003) as an dternative way
to evauate frequencies (probabilities). It is compatible with the gpproach developed by
INERIS and adapted in the framework of WP3 for the assessment of barrier efficiency. The
idea is to decrease an initidly high reference frequency (probability) by factors which
correspond to the efficiency of the barriers. This initid frequency (probability) would
correspond to the frequency of the critical event without any barrier.

A firg feding about accident data would be that there are plenty of them and that their use is
obvious. Many reference books about risk andysis Smply expose the basics of fault tree and event
tree analyss and leave adde the problem of finding or producing deta to do the quantitative
asessment. Some of them however warn the reader with the difficulty of this task.
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The firg part of this report lists and andyses the different categories of data avalable, which are of
four main types:

0 Rdiability databases

0 Humean reigbility data

0 Accident databases

o0 Event frequenciesavalablein the literature

The difficulties with the use of these data in the framework of the ARAMIS methodology is
discussed. It lays mainly in the fact that the fault trees build in the firsde ARAMIS work package are
not classca fault trees smilar to those used for rdiability analysis but generic fault trees with alimited
number of levels and alarge number of minima cut sets.

After a short synthesis of the data source and their gpplicability, a brief comment is made about the
result of the European project ASSURANCE, which brings enlightenment about the relativity of the
QRA. This project shows that even with a rather complete description of an industrid ste and
process, very large deviations can be observed. Thisisafortiori true for a generic gpproach.

From these preliminary conclusons, a series of recommendations is given on how the frequencies
(probabilities) should be caculated within the framework of the ARAMIS methodology in an actud
indudrid ste. An attempt is then made to provide indicative reference data which can be used as
initid references for the barrier gpproach.

To conclude this introduction it seems interesting to quote the following sentence from the HSE risk
assessment guide.

“Base event failure rate data are essentiad components of risk assessments, but they must be relevant
and gpplicable to dte circumgtances. Smply taking a number from the literature without
consderation of whether it gpplies to the Site in question is unlikely to be acceptable. On the other
hand, use of afalure rate that is not condstent with historical or relevant generic industry data must
be judtified. The origin of al probabilities quoted in a safety report should be given so that, where
necessary, Assessors can make a judgement on their appropriateness.” (HSE assessment criteria)
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2. Data sourcesavailable
2.1 Reliability databases

Fault tree andlysisis now awell known and used method to evaluate the rdiability of equipment and
systems. FTA has been recommended as one of the main components of the QRA (Quantitative
Risk assessment) andlyss. It is designed to provide an evauation of the overdl probability of an
accident scenario, knowing the failure rates of the individual componentsinvolved in the scenario.

In this purpose, reliability databases have been developed by groups of industrial companies. Severa
of them have been inventoried by the RISO [Akhmetjanov]. Thefirst part of this document makes an
extensve use of this inventory. It first andyses the industrid field to which these data apply to
eliminate those which are not adapted to the process industry concerned by the SEVESO Il
directive. The content of the databases is then be discussed to evauate how it can be used in he
context of ARAMIS.

The gpplication fields of the databases identified by Risoe are the following :
- Nuclear industry
- Military industry
- Automotive industry
- Aeronautic industry
- Processindustry
- Offshore industry
- Electronic components of technical sysems
Among these, the only databases gpplicable to the process industry are the following :
- OREDA : Offshore rdiahility database. [OREDA]
- GIDEP (only available to companies having a contract with the US government)
- AIChe/CCPS religbility database
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The reiability databases provide information about component fallures. The main information is the
falure rate for different types of failure modes. Usudly the failure rate is given as a range with upper,
lower and mean vaue. The digtinction is made between fallure rates during operation which indicates
a number of falure by unit time of functioning and falure on demand, which designates the number
of fallures per number of solicitation of the component. The components are sandard componentsin
the chemicd industry. For example the OREDA database contains information about the following
components :

- Machinery o Compressors
o Gasturbines o Pumps

- Electric equipment 0 Electric generators

- Mechanicd equipment 0 Heat exchangers
0 VesHs - Control and safety equipment
o Contral logic units 0 Fireand gas detectors
0 Process sensors 0 Vaves

- Sub sea equipment o Control sysems
o Wdl completions - Other
0 Dirilling equipment 0 Electric power systems
0 Miscdlaneous utility sysems o]

Table 1: list of the components for which data are available in the OREDA Database

For each of these components, various sub types are proposed. For examples compressors are
divided into :

Centrifugd - Turbinedriven
Electric motor driven - Reciprocating
100-1000 kW - Electric motor driven
1000 — 3000 kwW - 1000-3000 kW
3000 — 10000 kW - 3000-10000 k W
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For each component, various faillure modes are proposed with very different failure rates for each.
For example, the failure modes envisaged for compressors aregivenin Table 2.

Critica - Externd leskage
Failed to Sart - Fall while running
High gas flow - Overheated
Other - Overhaul
Unknown - Vibration
Degraded - Externd leskage
Fail while running - High gasflow
Low gasflow - Overhested
Other - Overhaul
Unknown - Vibration
Incipient

Table 2: failure modes for compressorsin the OREDA database

Detaled are dso given in OREDA handbook of the repartition of the failures among the different
components condtituting the equipment. The following table is an example of an OREDA table.
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Taxonomy no ltem
11111 Machinery
Compresson
Centnifugal
Electnic Motor Driven
100 100H0 ) BV
Populativn | Installations Aggregated time in serviee (10° hours) No of demands
5 2 Calendar time * Operational time
1248 (L0832
Failure mode No of Failure rate (per 10" hours) Mctive| Repair (manhours)
fail. Lower LUpper SD MLE rep. | Min | Mean | Max
hrs
Critical 13 1.31 82793 30449 184.33 10.0 0.5 243 | 1863
23’ 202 1806940 66533 276.36
Failed (o start 1# 054 22.20 7.02 801 - 13.0 13.0 13.0
1! 029 6158 22.41 12.02
Fail while mnning 14* 087 45913 183 30 112.20 100 03 2440 1863
14' I.28 1013 54 402 al 168,22
Unknown 1® 0.94 22.20 7.02 801 - 11.4 11.4 1.4
1’ 0.2% 6l 58 2241 12.02
Vibration T 071 243 34 2014 36,10 - 03 IS 1175
T 070 3k 6d 108 24 8411
Degraded 6* 0.67 206.78 75.67 48.09 - 2.7 274 75.4
6' 0.62 45935 169.04 TL09
her o* .67 206,78 75467 48,09 = 97 274 754
6! .62 43935 169.04 7209
Incipient 29 1.54 1047.12 385.22 23242 4.1 2.0 162 | 173.6
29 1.51 218245 840.47 3B.45
External leakage 4= LY 13263 48.67 3206 2.5 30 213 51.7
4! 045 300,70 114060 48.06
Cwerheated 1* 0194 2220 7.02 501 = 1736 1736 | 1736
1 029 6158 2241 12,02
(Mher 2] 1.23 754 87 27738 16830 44 2.0 G 623
211 | %5 1648 38 Gl 95 25233
Cherhaul 1* 094 2220 7.02 801 X0 30 30 30
1’ (.24 ol 38 2241 12.02
Vibration 2% .54 6 26 2146 16,03 - 44 G4 14.0
2 032 141.78 32.04 24.03
All modes 58* 164 2106.50 77538 464,83 44 05 206 | 1863
58 4.90 4580.93 1686.97 696,91
Comments

Figure 1. example of OREDA data
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DATA ON SELECTED PROCESS SYSTEMS AND EQUIPMENT

Taxonomy MNo. 332t Equipment Deserlption ROTATING EQUIPMENT-COMPRESSOR
ELECTRIC MOTOR DRIVEN
Opersting Mode Process Severlty UNEKNOWN
2 Aggregated time In service  10° hrs) No. of Demands
b: e
Fopintion Ap Calendar time Operating time
T 10* b Fallares (per 107 demands)
Fallure made Fapmren [y rs)
Lower Mean , Upper Lower Mean Upper
CATASTROPHIC 279 24700 9690.0
a. Fails While Running
b. Rupture
e, Spurions Start/Command
Fault
d. Fails 1o Start on Demand
e. Fails 1o Stop on Demand
DEGRADED
a. External Leakage
Equipment Roundary
PONMER SUFFLY PROCESS M
|
|
|
|
I
= | INCLLIDED:
| SEAL OIL SYSTEM
PIPING
| INTERSTAGE_COOLING
LUBE DIL COOLING o . BOLNDRRY
| CONTROL LeIT
| BASEFLATE

Data Reference No. (Table 5.1): B4

Figure 2: Example of CCPS reliability data

Other databases are build by industria groups. For example the French UIC (union of the chemica

indugtries) has been developing a database for 20 years by collecting incident data from chemica
plants of the Rhone-Alpes region.

-10 -
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The following tables are examples of the data that can be obtained from this database.

First step of database Second step of database
development development
EQUIPMENTS intr;{;ua::t?;n in N”mber of intr;{;ua::t?;n in N”mber of
thedatabase | P | thedatabase | STUIPMEN
Stirrers 1988 2550 1999 1863
Analysers 1988 8
Sensors 1988 14107 2002 24944
Regulators 1988 7470
Compressors 1988 78
Heat exchangers 1988 640
Spinning Dryer 1988 129 2002 86
Electric motors 1988 5572
Pumps 1988 1720 199 5276
Regulation valves 1988 13374
Transformers 1988 76
Inverters 1988 8 2002 209
Reducer multiplier 1988 1247
Safety valves 1988 460 2003 4691
Automated systems 2002 333

Table 3: componentsinventoried in the UIC Database

-11 -
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Table 4 provides an example of data collected for pumps.

Falurerate of different types of pumps with 80% confidence interva (failure/hour).

Number de/Number oflinferior Middle Superior

pumps failures borne borne
Centrifugal 3186 1390 1,25.10* 1,30.10* 1,34.10*
Horizontal centrifugal 2398 1113 1,39.10* 1,45.10* 1,50.10"*
Vertical centrifugal 219 78 944.10° 1,10.10* 1,28.10*
Vacuum 373 177 1,11.10* 1,23.10* 1,36.10*
Multicell 362 ] 6,35.10° 7,27.10° 8,30.10°
Volumetric 79% 496 1,90.10* 2,02.10* 2,14.10*
Volumetric with piston 246 101 1,40.10* 1,60.10* 1,83.10*
Volumetric with gears 135 56 1,03.10* 1,23.10* 1,47.10*
Volumetric with membrane 366 254 2,39.10* 2,59.10* 2,81.10*
Vacuum extraction 175 43 6,53.10° 8,06.10° 9,88.10°
Complete set : al pumps 5276 2328 1,24.10* 1,27.10* 1,30.10"*

Table 4: example of failureratesfor pumpsin the UIC database

A correction factor has been introduced to take the environment, failure mode and conditions of use
into account. For each component, the correction factor to be used in an environment “€’ is
cdculated asfollows.

©
global

where| . isthe falure rate measured in the environment “€’ and | giobai, the failure rate given by the
database.

The overdl failure rate is then the product of the initid failure rate by the series of correction factors.

-12-



ARAMIS D1C - APPENDIX 7
Frequencies data for the fault tree

July 2004

The following expresson is an example of the calculation of the fallure rate for apump :

|« =1,445.104" 1,283 0,962 " 1,146 " 0,713 " 1,551 " 1,249 0,337

;

Chemical

Failure rate in the

database

Correction factors function of the environment of the pump with 68% confidence interval.

Etancheity

Rotation

speed

Material

A

v

Functioning

| k =0,951.104 failure /7 hour

\

Failure
mode

Start up

Number of Number of Inferior Middle |Superior borne
pumps failures borne
Product Water 398 135 0,75 1,06 136
Chemica 2613 823 084 128 1,73
Corrosive 1785 441 0,51 0,89 126
L oaded 580 195 0,69 1,27 1,84
Hot 382 154 084 114 145
Viscous 127 39 040 121 2,02
Rotation speed from 0 to 1100 rev/min 261 182 177 2,96 4,16
‘;:/r/"minlloo o 1800 jeg 664 063 085 106
:re(\)/Tmi n1800 o X0 g9 982 068 09 125
> 3500 rev/min 7 21 1,88 11,27 20,66
Water tightness Braids 1084 406 101 105 1,09
GM.S 2150 732 0,72 0,74 0,75
GM.D. 495 217 1,07 115 122
Immerged pump 163 50 048 057 0,67
Magnetic stirring 40 20 118 142 1,66

-13-
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Material Castiron 993 553 0,61 158 255
Stainless steel 1942 716 0,45 0,71 0,98
Teflon 57 24 049 1,49 248
PVDF 109 47 1,09 243 377
Ceramic 10 24 7,85 17,07 26,30
Graphite 80 57 0,32 202 373
Type of functioning |Continuous > 5000 h/y 2215 1324 053 0,74 0,95
500 < Discontinuous
2006 662 0,95 155 215
<5000 hly
Occasional <500 h/an 173 89 4,84 12,23 1961
Frequency of <1/week 1863 1161 0,38 0,70 101
starting > 1/ week 2151 742 083 125 167

Table5: examplesof correction factorsin the Ul C database

95 % lower bound Average 95 % upper bound
Tightness 0,146 0,338 0,529
Mechanical part 0,099 0,281 0,463
Coupling part 0,001 0,086 0,170

Table 6: examples of correction factors accor ding to the failure mode

This example shows that fallure rates are highly dependent on the environment, on the conditions of
use and on the failure mode.

-14 -
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The same approach is presented in the CCPS guidelines [CCPS], inspired by the methods
recommended by du Pont in their Process Safety Management Reference Manual.

Adjustment factors

Equipment failure rate influences Instruments Valves

Process medium factors

Corrosion 107 114
Erosion 114 128
Fouling, plugging 107 114
Pulsating flow 114 1.07
Temperature extremes 107 107

External environmental factors

Vibration 142 121
Corrosive atmosphere 121 121
Dirty atmosphere 107 1.07
High temperature and/or humidity 107 107

Location factors

Exposed mechanical damage 107 1.07

Inaccessible for inspection 107 1.07

Table 7: Generic failure rate data adjustment factorsin the Du Pont’sProcess Safety
Management Reference Manual

Using data from reliability databasesto assessthe frequency of critical events:

The use of reiability databases will now be discussed with respect to the objectives defined in the
introduction.

a. Evaluate specific frequencies from a fault tree and event tree analysis.

Even if reiability databases are often used for maintenance purposes, ther use for evauating the
specific frequency of critica events is widespread. It would therefore seem obvious that they can be
used to assess the frequencies of critica events during an ARAMIS andlysis. It is unfortunately not
0 smple. The fault trees build during WP1A of ARAMIS are generic fault trees. As such they
present saverd characteristics which make them difficult to use with rdiability databases :

They are limited in depth to five levels (even four, asthe first oneisthe criticd event),
which has the consequence that the failure of plant components often does not
explicitly appear in thetree.

-15-
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When it does, the precise type of component involved is not given, which makes
impossible the selection of afalure rate in the database.

In the same way, the failure mode is not given, which again has an enormous
importance on the definition of the fallure rate. Especidly, the distinction is not made
between failure in use and failure on demand.

The number of components involved is not provided. Depending on the type of
components and the fallure mode, the number of components can have diverse
influence on the overdl falure rate. The duplication of one component can be
consdered as a way to reduce the failure rate by introducing a redundancy if only
one component is necessary (and provided that the configuration of the equipment
redlly permits the second component to relieve the first one in case of falure) or it
can be consgdered as an increase of the probability of failure if two components are
necessxry. The failure rate would be doubled in such a configuration. This is
particularly true for pipes, for which the probaility of falure is directly linked to the
length of the pipe.

For dl these reasons it is not possible to use directly the reiability databases with the generic fault
trees to caculate the frequency of the critical event. Y et, thiswould be possibleif the fault trees were
used as a base for the definition of scenarios and the eaboration of specific and detailed fault trees.
In such a case, it would be possible to make the specific components appear with their dread failure
mode and environmental information.

b. Provide generic frequency for thecritical events.

The reliability databases do not contain criticd events frequencies but rather frequencies of
component falure. To cdculate a generic frequency for the critical event using reliability database it
would be necessary to use the generic fault trees with the rdiability data This has been discussed
above, and is not possible.

c. Provideinitial data which will serve asreferencefor the barrier approach.

Here again, the configuration of the generic fault trees makes difficult usng the reiagbility data to
cdculate an initid vaue corresponding to the frequency of the critica event without safety barriers.
Y et, assumptions could be made to obtain a rough estimate of the upper bound of the critica event
frequencies aswill be proposed in the last section of this document.

2.2 Human réiability data

“Data tells us that human failures contribute up to 80% of industrid accidents. Even in ail refineries,
which are highly capitalised and automated, the figure is 50%.” (HSE safety report assessment
guiddlines)

Human error is a root cause for dl the direct causes identified a the origin of the critica events.
Therefore, an evduation of the criticd event frequency should use an evduation of human error
frequency (probaility). The following paragraphs examine the possibility of usng human reiability
andysisto assess the overdl frequency of the criticd events.

-16 -
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HR (human rdiability) is influenced by many factors among which the desgn of man-machine
interface, the environment, the management, the pace of activity. In fact, human reiability anayss
digtinguishes different gtuations in which the human action is required and subject to errors.

A pardld can be made with equipment fallure for which the fallure mode is of extreme importance to
determine the fallure rate. The following tables provides examples of common human error falure
rates (on demand).

Failure event HEP (Human error
probability)
Omitting step in procedure 0.003
Fail to use test or calibration procedure 0.05
Omission in procedure, with checkoff, <10 items 0.001
Omission in procedure, with checkoff, >10 items 0.003
Omission in procedure, without checkoff, <10 items 0.003
Omission in procedure, without checkoff, >10 items 0.01
Commission in reading digital meter 0.001
Commission in reading analogue meter 0.003
Commission in reading chat recorder 0.006
I nadvertent operation of manual control Plant Specific
0.003

Select wrong controls, controlslabelled only

Select wrong controls, controlsin functional grouping 0.001

Select wrong controls, mimic 0.0005
Turn 2 position, control wrong way 0.0005
Turn 2 position, population stereotype viol ated 0.05
Select wrong circuit breaker, densely packed labels 0.005
Select wrong local valve, similar items clear labels 0.001
Select wrong local valve, similar items unclear labels 0.005
Checker failsto find error, routine with procedure 01
Checker failsto find error, routine, special activity 0.01
Checker failsto find error, routine, safety import 0.001

Table 8: Examples of HEP (human error probabilities) [Fragola]

-17 -
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Other authors provide data for human error probabilities which are more generic and, therefore,
more easy to use in the framework of ARAMIS. However, some though has to be made about the
meaning of these data and their use.

Typeof Activity Probability of Error per Task
Critical Routine Task (tank isolation) 0.001

Non-Critical Routine Task (misreading temperature data) 0.003

Non Routine Operations (start up, maintenance) 0.01

Check List Inspection 01

Walk Around Inspection 05

High Stress Operations; Responding after major accident

- first five minutes 1

- after five minutes 09
- after thirty minutes 01
- after several hours 0.01

Table 9: Human Error Rates (Source: US Atomic Energy Commission Reactor Safety Study,
1975)

-18-
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Typeof Activity Probability of Error per Task

Simplest Possible Task

Overfill Bath 0.00001
Fail to isolate supply (electrical work) 0.0001
Fail to notice major crossroads 0.0005

Routine Simple Task

Read checklist or digital display wrongly 0.001

Set switch (multiposition) wrongly 0.001

Routine Task with Care Needed

Fail to reset valve after some related task 0.01

Dial 10 digitswrongly 0.06

Complicated Non-routine Task

Fail to recognise incorrect status in roving inspection 01

Fail to notice wrong position on valves 05

Table 10: Human Error Rates(Source: Smith DJ 1993)

Practicdly, the failure rate depends alot on the type of activity performed by the operator and on the
time available to do it. The following figures illugtrates this dependency. The more timeis avallable to
the operator to perform a given task the lower isthe probability of error.

-19-
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Here again, it seems obvious that the generic nature of the fault trees prevents from using directly the
human religbility data to evaduate the frequency of the critical event. Mogt of the time, the human
falure modes are not specified, the number of tasks is not known. The latest is a problem because
the humean failure rates concern mogtly failures on demand. The globd failure rate to be applied is
therefore the product of the failure rate by the number of tasks.

Any way, if human reiability data cannot be used directly in the generic fault trees to evduate the
frequencies of critica events, they can be used as references to produce basic frequencies which will
be reduced by the gpplication of prevention barriers.

2.3 Accident databases

The accident databases provide generd and detailed information about past accidents in various
types of industries and transport activities. These databases are build from the accident declarations
by plant operators. The database structure varies from one database to another. Some databases
have very detaled fields (MARS), others only provide textua descriptions of accidents (ARIA). The
number of accidents ble dso varies alot aswell as the scope and reference territory.

For dl these reasons, the results obtained by analysing the databases have to be taken cautioudly.

An extensve andyss of MARS, HADES and MHIDAS has been made by FPMs, JRC and UPC
[Delvosalle MOOA]. The am of the present document is not to reproduce the results obtained by
this analyss but rather to discuss their gpplicability in the objective of producing probability figures
which could be used to evauate the risk in a process plant.

The andysis of accident databases provides information about the relative distribution of causes.
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Figure5: Causesdistribution in MARS (141 accidents) [Delvosalle MOOA]
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Figure 7 : Repartition of causesin HADES [Delvosalle MOOA]

A firgd andyds of these data shows that, even if they bring some information about the most
observed accidents, they remain difficult to exploit to derive failure probabilities.

Differences can be observed between the databases in terms of cause classfication, and vaues of
the relaive digribution. The types of cause are different from one base to another and are different
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from the causes retained in the ARAMIS fault trees. The category “equipment falure’” contains
events which could be attributed to other categories of causes if a degper andysis was made. Teble
11 provides a rough andyss of the IChemE Accident database [IchmE]. Among the causes
identified in this database, many can be found in the ARAMIS fault trees. Others were not identified.
This shows that ARAMIS fault trees should not be considered as exhaustive but rather as a base for
aninitid risk andysis, which should be completed according to the local context.

number of
accidents %
chemical causes
additional chemical present
accidental mixing 39 073
contamination
cleaning inadequate 38 071
solids deposition 18 0,33
oxygen enrichment 4 007
residue 2 0,04
channelling in catalyst bed 0 000
chemical missing
lack of stabiliser/inhibitor 3] 006
low level of catalyst 3 006
chemicals added incorrectly 24 045
incorrect chemical present
incorrect chemical concentration 4 007
incorrect material of construction 360 0,67
unwanted chemical reaction
autoignition 57 1,06
decomposition
auto decomposition 100 019
polymerisation 38 071
runaway reaction 75 1,39
spontaneous combustion 371 0,69
thermic reaction 8 015
uncontrolled reaction 100 0,19
equipment causes
control failure
computer failure 9 017
electrical equipment failure
arcing 32 059
flashover 8 015
generator failure 1 0,02
lack of earthling 33 061
Short circuit 50 093
Spark 232 431
Equipment missing 5 0,09
incorrect equipment installed 371 0,69
instrumentation failure 9 184
material of construction failure
brittle fracture 220 041
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]
corrosion 205 548
crack 1000 1,86
creep 120 0,22
embrittlement 100 019
erosion 8 015
fracture 6l 1,13
hydrogen embrittlement 2 004
metal fatigue 190 035
rusting 9 017
Stress 27 050
stress corrosion cracking 9 017
weld failure 86 1,60
mechanical equipment failure

agitation failure 5 0,09
bearing failure 38 071
blower failure 1 002
bolt failure

boltsincorrectly tightened 9 017
connector failure 5 0,09
cooling tower collapse 1 0,02
damfailure 1 0,02
elbow failure 0 000
equipment misalignment 4 007
expansion joint failure 3 006

flangefailure 18 0,33

flexible coupling failure 5 0,09
floating roof failure 9 017
gasket failure 43 080
gauge glassfailure 9 017
hose failure 45( 0,84
joint failure 29 054
lining failure 4 0,07
pipeline failure 75 1,39
pump failure 471 0,87
refractory failure 3 006
sedl failure 62 1,15
shaft failure 1 002
tank failure 280 052
tube failure 63 1,17
valvefailure 156 2,90
vessel failure 9 017
safety equipment failure

adarm failure 14 0,26
bursting disk failure

bursting disk fails prematurely 1 0,02
safety relief valve failure 9 017
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]
external causes
deliberate acts
arson 8 015
bomb 3 006
civil war 1 0,02
missile 1 002
sabotage 760 1,41
terrorism 31 058
vandalism 16/ 0,30
excessive vibration b5 1,02
fire/fexplosion
lagging fire 22 041
friction heat 111 0,20
hot surface 155 2,88
mechanical spark 15 0,28
natural disaster
avalanche 1 0,02
earth movement
earth tremor 2 004
earthquake 200 037
excavation damage 52 097
landslide 3 006
settlement 2 004
subsidence 6 011
weather effects
cold weather 5 1,00
flood 171 0,32
fog 25 049
lightning 1400 2,60
ran 16| 0,30
storm damage
strong winds
hurricane 46/ 0,86
typhoon 0
sunlight 4 0,07
thermal expansion
hot weather 6 011
human causes
Additional incorrect operation 3 006
Cigarette 31 058
Contractor error 4 082
design fault 14 0,26
design or procedure error
cleaning procedure incorrect 111 0,20
design inadequate 202 3,76
faulty instructions 121 0,22
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] %

inadequate guarding 13 0,24

mai ntenance procedure error 280 052

saf ety procedure inadequate 286 5,32

standards inadequate 5 009
Document errors 5 0,09
drug misuse 1 0,02
operation inadequate

competency lacking 16| 0,30

draining of line insufficient 0,13
identification inadequate 0,19
inspection inadequate 1,26

7
10
68
installation inadequate 35 065
51
A

isolation inadequate 0,95

labelling incorrect 0,63

mai ntenance i nadequate 59 1,10

pipe laying inadequate 1 0,02

testing inadequate 33 061
operation omitted

atmosphere not tested 8 015
operator error 256 4,76
operator/crew fatigue 1 0,02
shift change 5 0,09

management system inadequate

Manning levelsinadequate 1 002
maodification procedures inadequate 22( 041
permit to work system inadequate 29 054
training inadequate 271 050
Process causes
Backflow 24 045
exothermic reaction
thermal instability 5 0,09
flameout 100 019
Friction spark 0 000
frothing 1 0,02
incorrect flow rate
flow rate too high
high loading rate 2 004
Inadequate venting 4 007
flow rate too low
flow restriction
vent blocked 9 017
no flow 12 0,22
incorrect pressure
high pressure
hydraulic pressure 6 011
internal explosion 3 006
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]
overpressurisation 192 3,57,
pressure surge 16( 0,30
pump dead heated 3 006
water hammer 121 022
low pressure
implosion 7 013
vacuum 23] 043
incorrect Temperature
high temperature
overheating 188 3,50
thermal degradation 5 0,09
low temperature
cold brittleness 1 002
freezing 11 0,20
inadequate insulation 2 004
leak
air leaking into system 2 004
flange leak 471 0,87
gasket leak 1 002
joint leak 6 011
Offloading 200 037
Overflow
tank overflow 2 004
Overspeed 5 009
reverse flow 200 037
rollover 1 0,02
static 192] 357
under filling of vessel 1 0,02
water slug 2 0,04
unidentified cause 77143
utility failure
air system failure 100 0,19
fuel supply failure 1 0,02
hydraulic failure 1 0,02
inert gasfailure 2 004
[ubrication failure 6 011
power supply failure 700 1,30
steam failure 3 006

diversity of causes.
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2.4 Other relative distribution of causes

Apat from accident databases, different bibliographica sources provide tables with reative
repartition of causes. The mogt interesting are those which cross the immediate cause, such as
erosion or corrosion, with the root cause, human error, poor management,... In the framework of
ARAMIS, the immediate causes could correspond to the direct causes and the root causes
correspond to the undesirable events.

An interesting complement to this classfication was brought by a contract research report by the
HSE executive [Bellamy], which proposes a three entry classfication of accident causes : direct
cause, origin of falure and recovery failure. The following figure exposes the principle of such a
classfication gpplied to pipework fallures. What is interesting in this gpproach is that it implicitly
dates that the recovery failureis part of the globd failure scenario. This should be compared with the
barrier approach introduced in ARAMIS.
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Figure8: Structure of classification scheme showing direct cause, origin of failure and
recovery failure. Bellamy et al, 1989
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N° of % contribution
incidentsto | Total % contribution | (excluding
which cause | contribution (overal) (n=921) | unknowns)
contributed (n=543.5)
Defective pipe or equipment 203 2035 319 i
(unknown cause)
Operator error 190 167.83 18.2 309
Overpressure 129 111.83 121 205
Corrosion 92 855 9.3 156
Unknown 84 84 9.1 -
Impact 49 43.83 48 81
Wropg in-line equipment or m 3683 4 6.7
location
Temperature (highor low) |44 34.83 38 6.4
External loading 35 275 3 5
Vibration 16 14 15 25
Other 17 14 15 25
Erosion 11 733 0.8 13
Total 1014 921 100 100

Table 12: Breakdown of level 1 direct causes of incidents [Bellamy]
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%

A. Incident modes

Unknown exothermic decomposition 151
Incorrect charging 172
Inadequate cooling 131
Excessive heating 9.6
Incorrect agitation 101
Inadequate batch control 91
Undesired catalyst 25
Exothermic from impurity 106
B. Incorrect charging
Excess of reactant 204
Deficiency of reactant 26.5
Too fast addition of reactant 235
Modification of reactant 118
Incorrect order of reactant addition 59
C. Inadequate cooling
Coolant source/power failure 0
Coolant pump set failure 38
Coolant turned off 115
Automatic control failure 115
Condenser fault 115
D. Excessive heating
Initial overheating 158
Heating / cooling changeover fault 158
Undesired heating 105
Automatic control failure 105
Manual control failure 105
E. Incorrect batch control
Initial temperature too low 111
Initial temperature too high 0
Too fast addition of reactant relative to the temperature | 22.2
Incorrect cycle 16.6
Excessive holding 22

Table 13: analysis of reactor overpressure [Lees] (Table 11.11)
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Causes of servicefailure % Causes of servicefailure
by corrosion by mechanical failure
Cavitation 0.3 Abrasion, erosion or wear 54
Coldwall 04 Blisters, plating 01
Cracking, corrosion fatigue |15 Brinelling 01
Cracking, stresscorrosion | 131 Brittle fracture 12
Crevice 09 Cracking, heat treatment 19
Demetdllification 06 Cracking, liquid metal pen 01
End grain 04 Cracking, plating 0.6
Erosion-Corrosion 38 Cracking, thermal 31
Fretting 03 Cracking, weld 06
Gavanic 04 Creep or stress rupture 19
General 152 Defective material 16
Graphitization 01 Embrittlement, sigma 03
High temperature 13 Embrittlement, strain age 04
Hot wall 01 Fatigue 148
Hydrogen blistering 01 Gdling 01
Hydrogen embrittlement 04 Impact 01
Hydrogen grooving 03 L eaking through defects 04
Intergranular 5.6 Overheating 19
Pitting 79 Overload 54
Weld corrosion 25 Poor welds 44
Warpage 04
Sub-total 55.2 Sub-Total 44,8

Table 14: Causes of servicefailurein metal equipment and piping in chemical plants
(Collinsand Monack, 1973) [Lees] (Table 12.26)

These relative digtribution tables bring useful information about the most frequent causes, but, again,
cannot be used directly to evaluate absolute frequencies. Yet, if the absolute frequency of one event
is known, they can be used to derive the order of magnitude of other causes in the same family. This
will be used in the last section of the present document to produce the initid data to be used for the
barrier approach.

2.5 Frequency of thecritical events

Diverse bibliographica sources provide generic frequencies for the critica events. Most of these are
issued from countries where QRA serves as a decison support for land use planning. An andys's of
these data sourcesis more deeply presented in appendix 10.
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2.6 Other absolute frequencies

Lees and other authors propose a series of data from a large literature review. However, many of
these data are relatively old. Mot of them are from the seventies. A large proportion is issued from
the nuclear industry and can therefore not be applied to the process industry. Many of these data are
reliability data concerning different types of equipment used in the process industry. Others are
frequencies of events such as pipe lesks or causes such as overfilling. Such data dways apply to a
particular industria activity and are the result of alimited data collection process, or, often an expert
judgement, which makes difficult their extrapolation to other activities. When secondary failures are
conddered, the data aways apply to plants where the safety standards of the time were gpplied,
which makes difficult their use as reference datain a“no barrier” context as required by the MIMAH
methodology.

The following four tables (Table 15 to Table 18) provide useful reiability data, some of
which can be used directly in the generic fault trees. Critical event frequencies are shown
to allow thereader to compar e his own calculations and some published data.

Failurerate

(failure/10° h)
Electric motor 10
Transformer (<15kV) 0.6
(132-400kV) 7
Circuit breakers (general <33kV)
(400kV) 10
Pressure vessels (general) 3
(high standard) 0.3
Pipes 0.2
Pipejoints 05
Ducts 1
Gaskets 05
Bdlows 5
Diaphragm (metal)
(rubber) 8
Unions and junctions 04
Hoses (heavily stressed) 40
(Lightly stressed) 4
Ball bearings (heavy duty) 20
(Light duty) 10
Roller bearings 5
Sleeve bearings 5
Shafts (heavily stressed) 0.2
(lightly stressed) 0.02
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Failurerate
(failure/10° h)

Relief valves: leakage

2

Blockage 05
Hand-operated valves 15
Control valves

Ball valves 05
Solenoid valves 30
Rotating seals 7
Sliding seals 3
‘o'ring seals 0.2
Couplings 5
Belt drives 40
Spur gears 10
Helica gears 1
Friction clutches 3
Magnetic clutches 6
Fixed orifice 1
Variable orifices 5
Nozzle and flapper assemblies : blockage 6
Breakage 0.2
Filters: blockage 1
Leakage 1
Rack-and-pinion assemblies 2
Knife-edge fulcrum : wear 10
Springs (heavily stressed) 1
(lightly stressed) 0.2
Hair springs 1
Calibration springs: creep 2
Breakage 0.2
Vibration mounts 9
Mechanical joints 0.2
Grub screws 05
Pins 15
Pivots 1
Nuts 0.02
Bolts 0.02
Boilers (all types) 11
Boiler feed pump 10125
Cranes 78
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Table 15: Some data on equipment failurerates published by the UKAEA 1972 from
nuclear and non nuclear industry [LEES] (Table A14.2)

Equipment ng lure ratéa
(failures/10°h)
Compressor
Centrifugal turbine driven 150
Reciprocating, turbine driven 500
Electric motor driven 100 300
Diesel generator 125 4000
Electricity supply 110
Gaskets 0.02 1
Heat exchanger 1 40
Pipejoint 05
Pumps
Centrifugal 10 30 80
Boiler 100 500
Fire 100
Fuel 6 50
Oil lubrication 10 30 100
Vacuum 20
Turbine, steam 30 80
Vaves
Ball 1 35
Butterfly 1 20 30
Gate 15 15
Relief 4 9
Non return 2 5
Slam shut 10 30
Solenoid 15 10 30
Valve actuator
Fail open 01 4
Spurious close 5 40

Table 16: [Lees] Table A14.4 D.J.Smith 1985

I nstrument Failure
(fault/year)
Control valve 06
Power cylinder 0.78
Valve positioner 044
Solenoid valve 042

-34-



ARAMIS D1C - APPENDIX 7 July 2004
Frequencies data for the fault tree

Instrument Failure
(fault/year)

Current/pressure transducer 0.49
Pressure measurement 141
Flow measurement(fluids) 114
Differential pressure transducer 173
Transmitting variable area flowmeter 101
Indicating variable area flowmeter 034
Magnetic flowmeter 218
Flow measurement (solids)
Load cell 3.75
Belt speed measurement and control 153
Level measurement (liquids) 170
Differential pressure transducer 171
Float type level transducer 164
Capacitance type level transducer 0.22
Electrical conductivity probes 2.36
Level measurement (solids) 6.86
Temperature measurement (excluding pyrometers) 0.35
Thermocouple 052
Resistance thermometer 041
Mercury-in-steel thermometer 0.027
Vapour pressure bulb 0.37
Temperature transducer 0.88
Radiation pyrometer 217
Optical pyrometer 9.70
Controller 0.29
Pressure switch 034
Flow switch 112
Speed switch
Monitor switch
Flame failure detector 169
Millivolt-current transducer 167
Analyser 849
PH meter 5.88
Gas-liquid chromatograph 30.6
02 analyser 5.65
CO2 analyser 105
H2 analyser 0.99
H20 analyser (in gases) 8
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Instrument Failure
(fault/year)

Infrared liquid analyser 14

Electrical conductivity meter (for liquids) 16.7
Electrical conductivity meter (for water in solid) 142
Water hardness meter 109
Impulse lines 0.77
Controller settings 0.14

Table 17: Example of instrument failure rates from three chemical works (1971) [L ees|

p13/20 table 13.6 (extract)

Instrument Failurerate

(faultslyear)
Instrument in contact with process fluid 115
Pressure measurement 097
Level measurement 155
Flow measurement 1.09
Flame failure device 137
Instrument not in contact with process fluids 031
Valve positioner 041
Solenoid valve 0.30
Current-pressure transducer 054
controller 0.26
Pressure switch 0.30
Control valve 057
Temperature measurement 0.29

Table 18: effect of environment on instrument reliability: instrument in contact with or not
in contact with processfluids. [Lees] table 13.7

The following two tables (Table 19 and Table 20) are interesting as they illugtrate the importance of
the working conditions of the equipment. They concern process pressure vessd failure rates for

different types of indudtries.

As can be seen, the frequencies can vary greetly with the type of vessd, the type of process and the
type of chemical environment. It isinteresting to compare these vaues with those given for the critical
events (appendix 10). Frequenciesin Table 19 and Table 20 are severa (two or three) orders of
meagnitude higher, which shows the difficulty of choosing the appropriate data for risk assessment.
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Vessel Samplesize Number of nglurerate
failures (failureslyear)
Vessels Vessel-years

Process pressure vessel 415 5535 15 27x10°
Pressure storage vessel 129 2220 4 1.8x10°

Heat exchanger 446 5950 10 17x10°

Fired heaters 36 447 181 405x 10°

High temperature vessel,|58 809 6 74x10°

except fired heater

L ow temperature vessel 147 1941 3 15x10°

Table 19: Arulanantham and L ees 1981 (olefins plants, data gather ed between 1960 and
1981) [Lees] p. 12/97

Vessel Sample Number of | Failurerate
size failures (failurelyear)
Vessels | Vessel-years
Process pressure vessel 131 1572 15 26x10°
High temperature vessels,| 16 192 7 36x10°
except fired heater
Vessel in corrosive duty 45 540 21 39x10°
Vessel subject to stress|49 588 12 20x10°
corrosion

Table 20: same study: toxic plants[Lees] p.12/97

The following series of data concerns pipeworks falure. They perfectly wdl illugtrate this sentence by
Lees [Lees| p.12/98: “There is a consderable amount of data available on pipework failures, but the
range of vaues quoted tends to be confusng.” They dso illudrate the necessty of knowing the
precise configuration of the plant, as most of these data are given in number of failures per meter and
vary alot with the diameter of the pipes.

Frequency of guillotine rupture = 3x10 failure/m.year

Frequency of lesser fallure = 3 x10failurem.year

Frequency of gasket failure
Gasket 0.6 mm thick

Gaskets 3 mm thick

These datainclude valve lesks.

=3x10° failurefyear

= 5x10° failurelyear

Table 21: Pape and Nussey for chlorine plant [Lees| p.12/105
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Purple book data on pipes[CPR]
Type of pipe failure frequency
Diameter <=50mm 1x10°ni*h*=8.8x10"m-1y-1
50<diameter<150mm 3x10M"m-1h-1=2.6x10-7m-1y-1
Diameter>150mm 1x10 " ni*h* =8.8x10°
Table 22: COVO Study catastrophic rupture [CPR]
[Hu92] pipe rupture frequency
Log(failure rate per meter per year)=-(0.0064x(pipe diameter in mm)+5.56)
Diameter <=50mm falure frequency leak=10 x rupture failure frequency
50<diameter<150mm | fallure frequency leek=20 x rupture failure frequency
Diameter>150mm failure frequency leak=30 x rupture failure frequency
Table 23: COVO study for significant leaks
[Hu92] lesk falure frequency
Log(failure rate per meter per year)=-(0.026x(pipe diameter in mm)+5.32)
Pumps
Catadtrophic failure of pumps : the purple book proposes the following vaues :
Ingtallation (part) Catastrophic failure Leak
Pumps without additiona provisons 1x10-4y-1 5x10-4y1
Pumps with awrought sted containment 5x10-5y-1 2.5x10-4y-1
Canned pumps 1x10-5y-1 5x10-5y-1

Table 24: Catastrophic failure of pumps

These figures should not be mistaken with the other pumps failure rates correponding to other falure

modes.

A . Pressure storage sphere (Drysdale and David) Frequency/probability
(per year)

Crack in pipe 10%y

Gasket failure 5x10°ly

Flange failure 4x10°ly

Valve seating failure X107y
Draining/sampling valve not properly shut 1077y

Pipe rupture due to
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Vehicleimpact 10°1y
Vibration 107y
Corrosion 10%y
Repair whilst operating 10%y
Excess pressure (blockage) 1071y
Fatigue 10*1y
Creep 10°y
Sabotage 210°%y
During Filling operation
Operator failsto stop filling when correct level isreached 01
Operator fails to pump quickly enough when release occurs | 102
Fixed water spray inoperative because :
Water shut off 10°
Activation fails 2x10°
Water frozen 5x10°*
Pipes completely blocked 10*
Low main pressure 3x10*
Sprinkler system damaged 10°
Fixed water spray system ineffective because :
Pipe partially blocked 3x10*
L ow mains pressure 210°
Some heads blocked 8x10*

B : Pressure storage
(Conddine, Grint and Holden)

Catastrophic failure of vessel :

Completefailure

3x10°/vessel-year

Failure equivalent to 6 in nozzle

7x10°/vessel -year

Fractureof a6in. liquid line

Pipework 3x107/m-year
Equivalent failure of fittings 5x10°/item-year
Release due to overfilling 10“/vessel -year
Fracture of 2 in. vapour line 3x10°/m.year
Serious leak from equipment or pipeworks (1 kg/s)
6in. pipework 6x10°%/m.year
2in. pipework 6x10°/m.year
Flange 3x10*/flange.year
Pump seal 5x10°%/seal .year
Releasein course of draining or sampling (1.5 kg/s)
Release per operation 10*
Draining operations 50/year
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Sampling operations 100/year
Failureto recover during draining 10"
Failure to recover during sampling 10°

C : Refrigerated atmospheric storage
(Considine, Grint and Holden)

Catastrophic failure of tank

5x10°%/tank-year

Rollover 10°/tank-year
Overfilling 10*/tank-year
Overfilling with tank failure 10°/tank-year
Overfilling without tank failure 9x10°/year
Fractureof a6in. liquid line Assection B
Leak from pipework Assection B

Table 25: Event Freguency/probability estimates given in two L PG hazard assessments
(after Drysdale and David 1979/80; Considine, Grint and Holden, 1982) [L ees] (table
22.16)

Table 25 illudrates the necessty of knowing the plant configuration to be adle to cdculate the
frequency of a criticd event. In this table severd frequencies are given in number of occurrence per
year and per equipment (flangeyear or sed.year). Depending on the number of equipment, the

overdl probability can change considerably.

A. Estimates used

Coolant source/power failure

Frequency of coolant source/power failure 0.1 failure/year
Probability that failure is sufficiently serious to give| 0.1

total loss of power

Probability that reactor isin critical condition 0.2

Frequency of excursion dueto this cause

0.1x0.1x0.2=2.10%year

Coolant pump set failure

Frequency of pump failure (complete failure to pump) 0.1 failurelyear
Assume one pump operating and one on standby

Length of batch cycle 16h=0.00183 year
Probability of successful pump changeover 0.95

Probability of failure during batch

1-exp(-0.1 x 0.00183)(1+0.95x0.1x0.00183)=9x10°®

Probability that the reactor isin critical condition

0.2

Number of cycles

250/year

Freguency of excursion due to pump set failure

250 x 0.2x9x10°=25 x10*/year

Coolant turned of f

Frequency of manual isolation valve wrongly directed| 0.05/year
closed
Probability that operator failsto detect lack of cooling | 0.01
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Probability that reactor isin critical condition 05

Frequency of excursion due to coolant turned off 0.05x0.01x0.5=2.5x10*/y ear

Automatic control failure

Freguency of failure of control loop in fail to danger| 0.25 failure/year
mode

Probability that operator failsto detect loss of control | 0.01

Probability that reactor isin critical condition 0.2

Frequency of excursion due to automatic control failure | 0.25x0.01x0.2=5x10"*/year

Inadequate agitation

Frequency of agitator failure 0.5 failurelyear
Frequency of operator failure to start agitator 0.5 failurelyear
Probability that agitator failureis critical 0.01

Frequency of excursion due to inadequate agitation (05+0.5)x0.01=10%/year

Table 26: Analysisof reactor overpressure : frequency of inadequate cooling (Marrsand
L ees, 1989) [Lees] (Table 11.13)

Table 26 illustrates how different frequencies and probability combine to lead to the find probability
of an event (here, a reactor overpressure). These last data show the difficulty of working with the
limited generic fault trees, as it clearly gppears that the number of combined causes which must be
taken into account to assess the probability of the events can be high.

System ngir;g” fa'\i'lfj‘r’fes Downtime Availability
Failure (h) P'a(‘;;‘ed %
Single computer system with anal ogue standby 66528 13 65 300 9.9
Twin computer system with anal ogue standby 35040 8 305 33 99.91
Twin computer system with shared critical loops- 1 | 78 888 21 172 48 99.78
Twin computer system with shares critical loops-2 | 78 888 37 338 73 995
Twin computer system with anal ogue standby 13848 6 54 17 99.61

Table 27: Failure data for some process computer systemsin the chemical industry [L ees|
(Table A14.18)

2.7 Synthesisof the data sources analysis

Figure 9 illustrates the podtion of the avallable data on the fault tree. The red circles represent the
position of absolute frequencies in the fault trees. Equipment rdiability data mostly gpply to specific
fault trees that would be further developed from the initid generic fault trees. However, some data
can be applied in the generic trees (doted circle) at the DDC (detailed direct causes) or DC leve,
when an equipment is explicitly involved (pumps or compressorsin the overpressure scenarios).
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The human reliability data could be applied a the undesrable events leve as these correspond
mostly to human or organisationa deficiencies. In many dtuations it aso possible to gpply them
directly to the DCs or DDCs when these events correspond aready to human error Situations.

- Equiment reliability data
7

Cause relative frequencies

—
T~ CE |
- A
_\ > Nsc?
. » Frequencies of CE

N
Human reliability data

Figure 9: Pogtion of the available data on the fault tree. Plain circles correspond to the
most logical position of the data. Doted ones are alter native possibilities.

3. Somecommentsinspired by the Assurance Project

The ASSURANCE project [Lauridsen] was a benchmark operation aimed at comparing the risk
andyss methodologies used by seven European Partners. The assurance project involved the
cdculation of event frequencies for a same ammonia plant usng the methodologies in use in the
partner countries.

The plant was originally described rather precisdly with information about quantities stored and used
in the process, the size and configuration of equipment. Yet, large differences were observed in the
results of the frequencies of critica events. For some of the scenarios, the values caculated by the
partners were varying initidly by up to four orders of magnitude (Table 28).
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Table 28: Frequencies of the top events of the common scenarios used by the partners
(events per year) in the ASSURANCE project

An analysis was made of the causes of deviation. For this purpose, the scenarios were grouped into
three sets. scenarios related to (1) pipdines, (2) loading arms, and (3) tanks.

Thefollowing possible causes of uncertainty have been considered:
(1) scenarios related to pipelines
1. Length of apipelineto be anaysed
2. Utilisation factor (fraction of time when apipdineisin use)
3. Including piping-related components (flanges, vaves and pumps)
4. Failure causes considered:
1. Mechanica
2. Overpressure
3. Externd impact
(2) scenarios related to loading arms
1. Number of transhipments
2. Failure causes considered:
1. Mechanica
2. Overpressure

3. Other (e.g. "excessive movement of the arm, leading to its rupture”)
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(3) scenarios rlated to tanks
1. Failure causes considered:
1. Mechanica
2. Overpressure

3. Other (e.g. fires and explosions)

After this andyds, characteristics common for al the partners were defined such as the length of the
pipes to be analysed, the utilisation factor or the number of transhipments.

Once these precision were incorporated to the initid data, the calculation were performed again. The
results were closer, even if the deviation could till reach three orders of magnitude for various top
events (Table 29).
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Table 29: recalculated frequencies accor ding to the assumptions common to all research
teamsin the ASSURANCE project

This project shows the difficulty of getting Sgnificant and reliable values when evauating frequencies
It dso shows the importance of the precise description of the plant, of its components and of its
functioning. It is dear that using short generic fault trees with generic datais amgor difficulty and that
the results which could be obtained this way would probably not have much meaning. Yet, the
following section attempts to propose some solution for the caculation of probabilities.
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4. Proposal of amethod for evaluating the frequency of thecritical
event

The method retained by the ARAMIS project is based on the barrier approach. In other words, the
scenarios are quantified by gpplying the barrier fallure rates to an initid falure probability. This
gpproach should reduce the stress on the frequency evauation. Yet, it is necessary to provide some
type of initid evauation of the frequency (probability) to be able to caculate the find criticad event
frequency. As the preceding congderations have shown it is not easy to derive frequency
(probability) vaues from the data source available. Yet, some type of quantification is desired. The
following solutions can be proposed.

Aswas dready discussed, the main difficulty resdes in the generic character of the fault trees and the
appropriateness and vdidity of the faillure data.

Generic fault trees do not make a sufficient description of the failure modes and do not alow
to take explicitly the number of components, the time of use, the number of demands into
account.

The failure data do not correspond to the events described in the event tree. They were
derived from ancient studies and may not reflect the present state of the art.

To overcome these difficulties the following recommendations can be made,

Detailed specific fault trees should aways be preferred to generic fault trees as they dlow a
more precise description of the equipment and the failure modes. These detailed specific fault
trees should be build, when possible, by developing the generic fault trees provided by
MIMAH. In many plants, religbility andys's have been made and could be used as ardiadle
source to implement the probability analyss.

When possible, plant specific data should be preferred to generic frequencies as the later
reflect average behaviour of components which can be fairly different from those observed in
the plant concerned by the study. The next section provides some useful data. When these
cannot be used, the very coarse generic data given bellow can be adopted for an initia

study.
MPant specific data Generic data
Detailed fault trees Use plant specific data and|Use generic data with detailed
detailed fault trees fault trees

Generic fault trees Use platt specific data with
generic fault trees

Table 30: preferred data sourcesand methodsfor risk analysis

Chapter 7 of the present document proposes some failure rates for different types of components
which could be used for the caculation of the failure probabilities provided that the fault trees be
developed further sufficiently to make these components appear.
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Table 31 and Figure 10 provide even more generic data Whatever the data used, it is dso
necessary to gpply them to the number of components susceptible to fall.

Item Failure Rates (on demand)
People 10 per operation
Mechanical systems 10°® per operation
Electrical systems 10 per operation

Table 31: Generic Failure Rates
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FIGURE 5.11. Typhcal ranges of failure rates for pans, equipment, and systems

Figure 10: Typical ranges of failureratesfor parts, equipment and systems (CCPS
guidelines)

An attempt was made to introduce data into the generic fault trees (see tables at the end of
chapter 7). The data correspond as much aspossibleto a“no barrier” situation, even if this
criterion isnot always easy to warrant.

In fact different Stuations were distinguished :

o Component failure : In such a Stuation, the component failure rate should be applied, if it
can be found in the religbility databases. Of course, this failure rate can be increased by local
conditions (corrosive environment,...). Diginction has to be made between failure in time
and failure on demand. In this second Situation, the number of component solicitation must be
known. In any case, the number of components susceptible to fail and their configuration
(series or pardld) should be known and taken into account to cadculate the resulting
frequency. As it is not possible to reproduce entire databases such as the OREDA

- 46 -



ARAMIS D1C - APPENDIX 7 July 2004
Frequencies data for the fault tree

handbook, the CCPS guideline ranges given by Figure 10 were used in the fault
trees.

0 Hazardous operation : these are operations which should dways result into a hazardous
phenomenon, such as manipulating hazardous chemicals. In such stuations, the frequency of
hazardous event is that of the operations reduced by the provisions taken to reduce the risk.
In other words, the frequency without barriersisthat of the operations. No data was
introduced in the fault treesin this case. The value to be used is the plant specific
frequency of operation.

0 Human error : the generd comments about human reiability given above show that it is not
recommendable to use sngle generic data to estimate the human error failure rate. Human
reliability depends a lot on the context and the type of operations performed by the
operators. But, in a first approximation, conservative values can be used such as 10
YJoperation (it should be reminded that this value is taken before taking into account
the safety barriers, this means that no training or work procedures are consider ed).
The frequency of the dread event (resulting from the error) is given by the product of the
probability of human error by the frequency of the considered human operation (opening of a
vave, for example).

o External hazard : such as earthquake, domino effects or weather conditions. In this case,
the loca data should be obtained from the competent authorities and used directly.
Earthquake and lightening data issued from the HSE safety report assessment guide were
introduced in the tree but they should be used very carefully as they correspond to the
gtuation in England.

o Continuous degradation leading to failure : these include corrosion, erosion, and other
mechanica falure. Whereas many absolute fallure data are available for equipment failure,
much less are available for these direct causes which appear in accident databases with high
rdative frequencies. In this case, the very few available data (8x10” to 10™*/h for corrosion in
the I-Risk project database) were used as reference data and the other figures were derived
from thisinitid data by applying rdative distribution figures. However, the meaning of theseis
not clear, as it seems obvious that the probability of falure by corrosion or eroson must be
somehow reated with the length or surface of the concerned equipment. No figures could be
found linking the different fallure modes (corrosion, eroson, fatigue...) and the length of
pipes, for example.

5. Conclusion

The objectives of this ARAMIS step was to produce a method and data to caculate the critica
event frequencies which would be compatible with the elements of the method aready developed,
the generic fault trees, and those being developed by other partners, the safety barrier requirements
approach.

For this purpose, atypology of data sources was made. These can mostly be divided into
0 Rdiability databases concerning mostly equipment failures
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0 Human reiability data
0 Accident databases (rlative distributions of causes)

0 Scattered absolute and relative frequencies which can be found in very diverse literature
references. These include frequencies of the criticadl events and some more scarce
frequencies of intermediate events (NSC, DC or DDC in the fault trees).

Thelimits of each data type were underlined with respect to the ARAMIS methodology. These limits
concern both the data themsalves and their gpplicability to the structure of the generic fault trees.

As far as the data are concerned, and excluding, maybe, the rdiability databases which are updated
regularly, but are not easly accessble, it is difficult to know how accurate and reliable they are. The
conditions and time of the initid collection are seldom known, which makes their use as generic data
delicate.

But it is dso the generic nature of the fault trees which makes the assessment of the criticad events
frequencies difficult. For many events it is necessxy to have more information on the plant
configuration and operating conditions to caculate their frequency (probability). This is particularly
true when on demand failure rates are involved.

Yet, it was necessary to provide some guiddines for the assessment of the frequencies
(probabilities). This was done by making some recommendations which include the development of
specific fault trees on the basis of the generic fault trees provided in the ARAMIS methodology and
the use of plant specific data when available. When such data are not available, generic ones must be
used. Orders of magnitude of such data were introduced in the fault trees. Most of them are based
on a combined use of absolute frequencies, when available and rdative distribution of causes.

Even if some results were obtained, this part of ARAMIS shows that the lack of reliable
data and coupling between the data and the generic fault trees is a major difficulty. This
should suggest to the project partners to propose an European data collection program
which would result into atruly ARAMIS compatible database.
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7. Additional data

7.1 HSE referencefailurefrequencies

Event Probability/Frequency
High pressurise gas transmission line rupture 5x 10“/km.yr
Lightning strike 1x107/yr

Severe earthquake capable of rupturing pipework

1x 10°%yr - 1x 107/yr

Seal Fire approx. 2 x 10*/holder.yr
Failure of aROSOV on demand 3x 102"

Failure of an excess flow control valve on demand 1.3x 10%/yr

Failure of an automatic shutoff valveto close 1x 10%demand

Failure of alevel sensor (sticking) 50 per 10° hrs

Split Crown (without ignition)

IApprox. 3x 10*/holder.yr

Split crown explosions < 3x 10-5/holder.yr
Rupture of pipe on a pressurised storage system 1x 10°/yr

Sudden catastrophic failure of vessels 3x 10°%yr

Failure of aflow sensor 40 per 10° hrs
Export/Import line failure 5x 10*/km.yr

High pressurise gas transmission line rupture 5x 10“/km.yr
Failure rate of small bore gas pipework 6x10°/m
Frequency of sparking of zone 1 equipment 1x 10%/item

Sedl Fire

approx. 2 x 10*/holder.yr

Split Crown (without ignition)

Approx. 3 x 10*/holder.yr

Split crown explosions

< 3 x 10-5/holder.yr
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7.2

The fallure rates are expressed as number of failures per hour or per demand [I-Risk]

|-Risk

Table 33: database developed in the framework of the |-Risk project

Good Generic Poor Usefor I-Risk
EQUIPMENT | PARAMETER |Managem Managem Comments Technical
Plant
ent ent Modd?
OREDA
Safety valves, Timefor repair ?r?éﬁjtljje(??ssr;(a)ttion
1 |[remote control epa 1 15 8 . o NO
valves (Tr) (hr) time, waiting
time, detection
time
Safety valves Timefor repair
2 |remotecontrol |(17) @nd Timefor),,, 168 1176 |PEMOKRITOS YES
valves maintenance judgement.
(Tm) (hrs)
Safety valves, | .o oection | Plant data Plant data| DEMOKRITOS
3 |remote control |. Plant data . YES
interval) x09 x5 judgement.
valves
Safety valves, .
4 |remote control Lambda (failure 171E-06 |[125E-05 |3,15E-05 OREDA, page YES
rate) 492
valves
Expert judgement
Safety valves, Qmi (arrorin based on generic
5 |remote control maintenance) 100E-03 (0,01 01 data according YES
valves to SAVE's
suggestions
Safety valves, %n(il(e?r?;lure SAVERIVM
6 |remote control overy 0,05 100E-01 |1 judgement based YES
by independent :
valves on generic data
check)
Safety valves .
7 |fail in open ;‘gbda(falure 850E-07 |1,17E-05 |340E-05 |OREDA, p.492
position
OREDA page
493
8 |Manua valves |-aMPda(falure 1o sosr o7 |1,9050E-06] 5,0416E-06/All caused by YES
rate) seals (x 0.16 of
safety valve
failure values)
9 |Manual valves |Qmi 100E-03 |100E-02 |01 DEMOKRITOS YES
judgement.
(:)tThrer TF::r?_ﬂgt;r; Sameas |Sameas \Sameas Same asfor
10 |Manual valves ] for safety |for safety |for safety YES
(not failure rate safety valves
valves valves valves
or Qml)
11 |How Lambaa(falure g o0e 07 |276E-06 550806 |OREDA PAge YES
instruments rate) 325
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Good Generic Poor Usefor I-Risk
EQUIPMENT | PARAMETER |Managem Managem| Comments Technical
Plant
ent ent Model?
OREDA data
page 325
Flow Timefor repair Doesnot
L instruments  |(Tr) (hr) 02 0é 2 include: isolation NO
time, waiting
time, detection
time
SAVE/RIVM
expert judgement
Timefor repair to account for
13 Flow (Tr_) and Timefor o 168 336 what OREDA YES
instruments maintenance leaves out and
(Tm) (hrs) using Test Case
B as benchmark
for good.
Instruments Timefor repair
14 Wherehgveto (Tr) and Timefor on 168 720 pEMOKRITOS YES
take equipment |maintenance judgement.
apart for repair  [(Tm) (hrs)
15 |Level instrument|l (failure rate) 250E-06 |(6,09E-06 (1,10E-05 SZRQ;EDA page YES
16 |Pressure | (failurerate) 250507 |127E-06 |204E-06 | oD Page YES
instrument 332
17 |TemperalUre o irerate)  |300E-08 |7.73E:06 |297E:05 |ORCDA Page YES
instrument 338
Instruments
18 |easy Qml 500E-04 |[500E-03 |[5,00E-02 DEMOKRITOS YES
. judgement.
maintenance
Process pump . : : : OREDA page
19 (6651b) | (failurerate) 450E-05 |1,21E-04 |2,28E-04 15 YES
OREDA data,
page 115
Tr Time for repair Does not
20 |Process pump (hrs) a2 24 168 include: isolation NO
time, waiting
time, detection
time
Timefor repair
21 |Process pump (Tr) and Timefor on 168 720 pEMOKRITOS YES
maintenance judgement.
(Tm) (hrs)
22 |Human Error Qo1 1,00E-03 (1,00E-02 (1,00E-01 !DEMOKRITOS YES
judgement.
23 |Human Error Qo2 500E-02 |1,00E-01 |1,00E+00 PEMOKRlTOS YES
judgement.
Compressor fails
22 |whilerunning |l (failurerate) 6,40E-05 |[6,10E-04 (1,63E-03 [OREDA p.65 YES
(reciprocating)
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Good Generic Poor Usefor I-Risk
EQUIPMENT | PARAMETER |Managem Managem| Comments Technical
Plant
ent ent Modd?

Compressor fails

23 |(criticdl, | (failurerate) 156E-04 |(144E-03 |3,82E-03 |OREDA p.65 YES
reciprocating)
Compressor fails
owing to .

24 |- = | (failurerate) 9,00E-08 |[230E-05 (8,70E-05 [OREDA p.65 YES
vibration
(reciprocating)
Compressor

25 m)'vfl"'ow 98 | (failurerate)  |200E06 |LOIE-04 |360E-04 |OREDA p.65 YES
(reciprocating)
Compressor

26 Iﬂ)';"ow 98 | Tr Timefor repair|4 k7, 98 OREDA p.65 YES
(reciprocating)

g7 |ComPresSOrtails) e rate)  |670E:06 [393E-04 |941E:04 |OREDA, p52 YES
(centifugal)

gg |COMPIesSOr o e for repair|1 70 5462 OREDA p.65 YES
(reciprocating)

pg | COMPresSOr fails|.. e tor rencir 05 47 1749 OREDA, p.52 YES
(centrifugal)

30 é:‘i‘trincglr;'ap“mp | (failurerate)  |L21E-05 |1,06E-04 |277E-04 |OREDA, p.107 YES

31 [AMMONAPUMD | ¢ irerate)  |460E-07 |600E-06 |L60E-05 |OREDA, p107 YES
(vibration)

32 [Ammoniapump |Tr Timefor repair|0,5 41 537 OREDA, p.107 YES

33 |AMMONAPUNMD, ¢ e rate)  [300E-08 |600E-06 |240E-05 |OREDA, p.107 YES
other modes

% gr'i E”C;‘)p | (failurerate)  |210E-05 |127E-04 |307E-04 |OREDA, p.125 YES

g5 (Olpump(fal cd erae)  |800E06 [820E05 |224E:04 |OREDA, p.125 YES
while running)

36 'F;ueﬁ]kFJOf ai | (failurerate)  |300E-06 |100E-05 |210E-05 |OREDA,p.125 YES

37 |Qil pump Tr Timefor repair|0,5 39 502 OREDA, p.125 YES
Spurious

38 |operation of | (failurerate) 4,00E-08 |152E-06 |526E-06 |OREDA, p.345 YES
control valve
Spurious

39 (operation of Tr Timefor repair|0,2 19 8 OREDA, p.345 YES
control valve

o |Controlvave i rerate)  |110E07 |1.96E-06 |479E-06 |OREDA, p.345 YES
failsto open

ap | Conrolvalve | e for repair|2 14 58 OREDA, p.345 YES
failsto open




ARAMIS D1C — APPENDIX 7 July 2004
Frequencies data for the fault tree
Good Generic Poor Usefor I-Risk
EQUIPMENT | PARAMETER |Managem Managem Comments Technical
Plant
ent ent Modd?
g |CoMrolvaVe  crilirerate)  [400E:07 |290E:06 |740E:06 |OREDA, p345 YES
failsto close
g3 |Controlvalve o e for repair|2 18 % OREDA, p.345 YES
failsto close
ag |ONSTPIOCESS |\ rilirerate)  |870E07 |243E-06 |462E-06 |OREDA,p322 YES
Sensors
g5 |OWerprocess | e for repair| 2 7 36 OREDA, p.322 YES
Sensors
46 |Controller | (failurerate) 410E-05 |1,29E-04 |2,55E-04 |OREDA, p.266 YES
47 |Controller Tr Timefor repair|0,2 34 12 OREDA, p.266 YES
g8 |EIMC | (failurerate) 120505 |1La4E-04 |407E-04 |OREDAPAS vES
generators
49 Electric Tr Timefor repair|0,5 15 1404 OREDA, p.155 YES
generators
5o |F'efOing | hirerate)  |1208:05 |210E-05 |310E05 |OREDA92p44L YES
system
51 Firefighting Tr Time for repair 85 OREDA 92, p.441] YES
system
BATTERY IAEA (BCAFB) YES
52 |CHARGER | (failurerate) 3,00E-07 |6,00E-07 |4,00E-06
FAILS
RECTIFIER IAEA (EREFE) YES
53 [MECH. | (failurerate) 320E-07 |1,30E-06 |3,60E-06
FAILURE
s [UEFALS ) ilrerate)  |600E-08 [300E06 |200805 |AFA(KTAKB) | YES
OPEN
55 SWITCH FAILS | (failurerate) 2,00E-10 |1,80E-07 |4,20E-07 IABA (KDCDO) YES
OPEN
SHORT DEMOKRITOS YES
56 [CIRCUITIN | (failurerate) 100E-09 (1,00E-08 |[1,00E-07 [judgement
BUS
TRANSFORME . IAEA (TAAAB) YES
57 R FAILS OPEN | (failurerate) 3,00E-07 |[6,00E-07 (4,00E-06
STRAINER IN IAEA (YSFQB) YES
58 [COMPRESSOR |l (failurerate) 6,00E-07 |3,00E-05 |3,00E-05
BLOCKS
LOSSOF DEMOKRITOS YES
59 |OFFSITE Fi 100E-07 [140E-06 |[1,00E-05 |[judgement
POWER
60 EXTERNAL fi 600E-07 |63506 |100E-05 DEMOKRITOS YES
FIRE judgement
LOSSOF judgement YES
61 [(OFFSITE fi 1,00E-08 (1,0E-07 [1,00E-06
WATER
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ARAMIS D1C — APPENDIX 7 July 2004
Frequencies data for the fault tree
Good Generic Poor Usefor I-Risk
EQUIPMENT | PARAMETER |Managem Managem| Comments Technical
Plant
ent ent Model?
62 |LEVELRISE |fi 100605 [37E:04 |100E04 |PEMOKRITOS vES
judgement
TEMPERATUR DEMOKRITOS YES
63 |ERISE, fi 100E-06 |(6,3E-06 |[1,00E-05 [judgement
LOADING
TEMPERATUR DEMOKRITOS YES
64 |ERISE, fi 100E-06 [10E-05 |[1,00E-04 [judgement
UNLOADING
65 LOW LEVEL IN fi 100E-06 |10E-05 |L00E-04 DEMOKRITOS YES
TANK judgement
HOT DEMOKRITOS YES
AMMONIA ) judgement
66 ENTERS THE fi 100E-06 (1905 ([1,00E-04
TANK
67 CORROSION IN fi 100E06 |19E05 |1.00E-04 !DEM OKRITOS YES
PIPING judgement
BATTERY . IAEA (BTWFB) YES
68 UNAVAILABLE | (failurerate) 8,00E-07 |[2,00E-06 (1,00E-05
BATTERY . . IAEA (BTABN) YES
69 UNAVAILABLETrT'mefor repair|4 7
70 |NOSYCHRG |l (failurerate)  |800E-07 |2008:06 |1,00:05 |PEMOKRITOS YES
judgement
71 |NOSYCHRG  |Tr Timefor repair|4 5 7 DEMOKRITOS YES
judgement
7o |Waterfire | (failurerate) 200504 |317E-04 |470E-04 |OREDA PO vES
fighting pump
73 V_Vatgr fire Tr Timefor repair|1 18 60 OREDA, p.119 NO
fighting pump
74 |Waterfire Tr Time for repair| 24 168 greo  |PEMOKRITOS YES
fighting pump judgement
75 gﬁtgc lgnition \ coilurerate)  |3008:07 |100806 |300E-06 |'AFA (KTAKW) YES
IGNITION DEMOKRITOS YES
76 [FAILUREOF |Tr Timefor repair|24 168 8760 judgement
FLARE
FLARE . . DEMOKRITOS YES
7 UNAVAILABLE Tr Timefor repair| 24 168 8760 judgement
78 g:rrtefa"sm | (failurerate)  |200:07 |1,008-06 |s00e05 |'AFA (QDAFB) YES
ACTUAL DATA YES
79 [All comps fm 1,16E-03 FROM
INDUSTRY
ACTUAL DATA YES
80 [All comps Tm 8 FROM
INDUSTRY
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